Data Processing Agreement
Effective Date: 1 December 2026
1. Parties and Conclusion of the Agreement
This data processing agreement (hereinafter the "Agreement") is concluded pursuant to Art. 28 of Regulation (EU) 2016/679 (hereinafter the "GDPR") by:
	•	Controller: the client that has created an account in the Planmee service (hereinafter the "Client")
	•	Processor: Planmee s. r. o., with its registered office at Závodská cesta 24, 010 01 Žilina, Company ID: 55752101, registered in the Commercial Register of the District Court Žilina, Section Sro, Insert No. 83091/L (hereinafter "Planmee")
The Agreement forms part of the Terms of Service and is concluded in electronic form at the moment the Client accepts the Terms of Service. Terms used in this Agreement have the meaning given to them in the GDPR and the Terms of Service.
If the Client itself processes personal data as a processor for another person, Planmee is a sub-processor and the Agreement applies mutatis mutandis.
2. Subject Matter, Nature and Purpose of the Processing
Planmee processes the personal data that the Client and its users enter into the Planmee service exclusively for the purpose of providing this service: storing, displaying, organising, altering, transmitting, backing up and erasing data in accordance with the settings and instructions of the Client.
The types of personal data and the categories of data subjects are set out in Annex 1. The processing lasts for the term of the agreement on the provision of the service and until the erasure of the data under Article 10.
3. Instructions of the Client
Planmee processes personal data only on documented instructions from the Client. The instructions are this Agreement, the Terms of Service, the settings and actions of the Client and its users in the service, and further written instructions of the Client that are consistent with the Agreement.
If Planmee is of the opinion that an instruction infringes personal data protection regulations, it informs the Client of this without undue delay and may postpone carrying out the instruction until the Client confirms or changes it.
If Planmee is required to process personal data on the basis of a legal regulation, it notifies the Client of this in advance, unless the regulation prohibits it.
4. Obligations of Planmee
	•	Confidentiality: only persons who need it to provide the service and who are bound by an obligation of confidentiality have access to personal data; the obligation continues even after the end of their activity for Planmee.
	•	Security: Planmee takes the technical and organisational measures pursuant to Art. 32 GDPR set out in Annex 2. It may change the measures provided that this does not reduce the level of protection.
	•	Data subject requests: the service contains tools with which the Client handles data subject requests itself (display, rectification, export and erasure of data). A request that a data subject addresses directly to Planmee is forwarded by Planmee to the Client within 3 working days, and Planmee does not reply to it itself.
	•	Assistance: Planmee provides the Client with reasonable assistance in fulfilling the obligations under Art. 32 to 36 GDPR (security, breach notification, impact assessment, prior consultation) to the extent of the information available to it.
	•	Records: Planmee maintains records of the categories of processing activities carried out on behalf of the Client pursuant to Art. 30(2) GDPR.
5. Personal Data Breach
Planmee notifies the Client of a personal data breach concerning the Client's data without undue delay, no later than 24 hours after becoming aware of it. It sends the notification to the email address of the administrator of the Client's account.
The notification contains a description of the nature of the breach, the categories and approximate number of data subjects and records concerned, the likely consequences and the measures taken or proposed. If not all the information is available at once, Planmee supplements it gradually.
Notification to the supervisory authority and to data subjects is the obligation of the Client; Planmee provides the Client with assistance in doing so.
6. Sub-processors
The Client grants Planmee a general written authorisation to engage sub-processors. Their current list is set out in Annex 3.
Planmee notifies the Client of the intended addition or replacement of a sub-processor by email or in the service at least 30 days in advance. Within this period, the Client may object on serious grounds relating to personal data protection. If the parties do not reach an agreement, the Client may terminate the agreement on the provision of the service by notice as of the date on which the change is to take place, and Planmee refunds to the Client a pro rata part of the paid subscription.
Planmee binds each sub-processor by contract to personal data protection obligations that correspond to this Agreement, and is liable to the Client for the fulfilment of the sub-processor's obligations.
7. Transfers to Third Countries
The personal data of the Client are stored in data centres in the European Union.
A transfer to a country outside the European Economic Area takes place only in the case of the sub-processors marked in Annex 3 and only on the basis of safeguards under Chapter V GDPR, which are an adequacy decision of the European Commission (EU-US Data Privacy Framework) or standard contractual clauses.
The artificial intelligence features use language models of providers based in the USA. Data are sent to them only when a user of the Client uses such a feature, and to the extent set out in Annex 1. If the Client does not use these features, its data are not sent to these providers.
8. Obligations of the Client
The Client is responsible for the fact that:
	•	it has a legal basis for the processing of personal data in the service and processes only the data necessary for its purposes
	•	it has informed the data subjects, in particular its workers, about the processing, including logs of the use of the application, attendance records and any recording of location on arrival and departure
	•	it meets the conditions for the processing of special categories of data, if it enters them into the service
	•	it assigns appropriate permissions to users and protects access credentials
	•	its instructions comply with legal regulations
9. Demonstration of Compliance and Audit
On request, Planmee provides the Client with the information necessary to demonstrate compliance with the obligations under Art. 28 GDPR.
The Client may, no more than once every 12 months, or at any time after a personal data breach, carry out an audit itself or through an auditor bound by confidentiality. The Client gives notice of the audit at least 30 days in advance and carries it out during normal working hours, to the extent necessary to verify this Agreement and in such a way that it does not endanger the data of other clients. Each party bears its own costs; if the audit exceeds one working day, the Client reimburses Planmee for the reasonable costs of assistance.
10. Return and Erasure of Data
After termination of the agreement on the provision of the service, the Client has 30 days to export its data. After this period expires, Planmee erases all data of the Client, including files; they are removed from backups within a further 30 days at the latest.
The erasure does not apply to data that Planmee is obliged to retain under legal regulations.
11. Liability and Final Provisions
The liability of the parties towards data subjects is governed by Art. 82 GDPR. Liability between the parties is governed by the Terms of Service.
In matters of personal data protection, this Agreement takes precedence over the Terms of Service. The Agreement is governed by the law of the Slovak Republic and is amended in the manner in which the Terms of Service are amended. The Agreement is concluded for the term of the agreement on the provision of the service; the obligations under Articles 4, 5 and 10 continue until the erasure of the data.
Annex 1: Data and Data Subjects
The scope of the data processed is determined by the Client through which modules of the service it uses and what it enters into them. The service makes it possible to process in particular:
	•	Workers of the Client and applicants (employees, self-employed persons, workers of subcontractors): identification and contact data, date and place of birth, nationality, birth number, identity document number, addresses, bank account, marital status, data on dependent children, health insurance company, data on the employment relationship, qualifications and languages, scans of documents, contracts, certificates and occupational health and safety documents, attendance, hours worked, rates and payroll documentation, accommodation, assigned inventory; if the Client switches it on, the location when an arrival and a departure are recorded
	•	Contact persons of workers: name, relationship to the worker, phone, email
	•	Users of the service: name, email, password (hash only), phone, photograph, language, permissions, devices of the mobile application; logs of sign-ins (time, IP address, browser), of pages viewed and of changes to records
	•	Clients and suppliers of the Client and their contact persons, business contacts: identification, contact and billing data, bank account, notes from communication
	•	Signatories: name, email, image of the signature, IP address and browser at the time of signing
	•	Authors and addressees of messages: content of chat messages, comments, tickets and correspondence
	•	Counterparties from invoices and bank statements: name or business name, bank account, payment description
Special categories of data: data concerning the health of workers, if the Client records them (severe disability card (ZŤP) and degree of disability, disability pension, status of the medical examination and of certificates of fitness, incapacity for work as a type of absence). The service does not record diagnoses.
Data sent to language models when artificial intelligence features are used: the question of the user and the history of the conversation, the data that the assistant requests in relation to the question (jobs, workers to the extent of name, contact, address, date of birth, nationality, position, hours worked and rates, clients and contact persons, invoices and payments, attendance, tickets), and images of the pages of documents that the user uploads for data extraction. The following are not sent: birth number, identity document number, bank account of a worker, data on children, health insurance company, data on pension and health, or scans of the documents of workers.
Annex 2: Technical and Organisational Measures
	•	Separation of clients: every access to data is restricted to the company of the signed-in user; compliance is verified by automated tests.
	•	Sign-in: passwords with a length of at least 10 characters stored only as a hash, optional two-factor authentication, a limit on the number of sign-in attempts, password reset by a single-use link with a short validity; sign-in to the portal for workers is by a single-use link and code.
	•	Permissions: user roles; only users to whom the company administrator has explicitly assigned it have access to the sensitive data of workers (birth number, document number, account, children, health insurance company, pension, severe disability (ZŤP), medical examination).
	•	Logs: every sign-in, including unsuccessful ones, and every change to a record is logged; for sensitive data, it is logged who changed them and when, without their values. Logs are retained for 12 months.
	•	Encryption in transit: all communication with the service takes place over HTTPS/TLS with an enforced encrypted connection; in addition, the content of the chat is encrypted by the application.
	•	Files: they are stored in private storage and are released only after a permission check; only specified file types are allowed.
	•	Protection of the application: protection against forged requests, a prohibition on embedding the application in third-party pages, regular security reviews of the code.
	•	Deletion: protected records can be deleted only by the company administrator; the deletion of a worker or a user removes their personal data, including files.
	•	Backups: daily backups of databases retained for 30 days.
	•	Access by Planmee: only a narrow group of authorised persons bound by confidentiality has access to the servers and production databases; accounts with suppliers are protected by two-factor authentication; interventions in the accounts of clients are logged.
	•	Incidents: a written procedure for handling and notifying personal data breaches.
Annex 3: Sub-processors
	•	DigitalOcean, LLC (USA; data stored in the data centre in Frankfurt, Germany): hosting of servers, databases and files. It processes all data under Annex 1.
	•	Websupport s. r. o. (Slovakia): sending of emails from the service. It processes the email address, name and content of the message.
	•	OpenRouter, Inc. (USA): gateway to language models. It processes the data sent to language models under Annex 1, only when artificial intelligence features are used.
	•	OpenAI (USA) and, as a backup provider, Anthropic (USA): language models connected via OpenRouter. They process the same data as OpenRouter, only when artificial intelligence features are used.
Notifications in the browser and in the mobile application are delivered by the services of the manufacturers of browsers and operating systems (Google, Apple, Mozilla, Microsoft); the content of a notification is encrypted for the device of the recipient.
The payment service provider Stripe is not a sub-processor; it processes subscription payment data as an independent controller.
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